Abstract-The two important aspects of security that deal with transmitting information or data over some medium like Internet are steganography and cryptography. Steganography deals with hiding the presence of a message and cryptography deals with hiding the contents of a message. Both of them are used to ensure security. But none of them can simply fulfill the basic requirements of security i.e. the features such as robustness, undetectability and capacity etc. So a new method based on the combination of both cryptography and steganography known as Crypto-Steganography which overcome each other's weaknesses and make difficult for the intruders to attack or steal sensitive information is being proposed. This paper also describes the basics concepts of steganography and cryptography on the basis of previous literatures available on the topic.
INTRODUCTION
It"s a well-known fact that security of data has become a major concern nowadays. The growth of modern communication technologies imposes a special means of security mechanisms especially in case of data networks [33] . The network security is becoming more important as the volume of data being exchanged over the Internet increases day by day [29] .
The two important techniques for providing security are cryptography and steganography [5] . Both are well known and widely used methods in information security.
One of the reasons why the attackers become successful in intrusion is that they have an opportunity to read and comprehend most of the information from the system [29] . Intruders may reveal the information to others, misuse or modify the information, misrepresent them to an individual/ organization or use them to plan even some more severe attacks [13] . One of the solutions to this problem is through the use of steganography and cryptography.
Steganography is the art of hiding information in digital media through the techniques of embedding hidden messages in such a way that no one except the sender and the intended receiver(s) can detect the existence of the messages [1] .
Cryptography is the art of transmitting the data safely over the Internet by applying some cryptographic algorithms so that it will be difficult for an attacker to attack or steal some confidential or private information [11] .
A brief description of the state of the art of steganography and cryptography is given in section II. A literature survey is described in section III. In section IV, a proposed algorithm has been described. Section V describes the comparative analysis of both the techniques. Section VI has been used for the conclusion and future direction of the research work.
II. THE STATE OF THE ART

A. Steganography
Steganography is the technique of embedding hidden messages in such a way that no one, except the sender and intended receiver(s) can detect the existence of the messages. The main goal of steganography is to hide the secret message or information in such a way that eavesdroppers are not able to detect it [1] . If they found any suspicious data, then goal is defeated. Other goal of steganography is to communicate securely in a completely undetectable manner. The various forms of data in steganography can be audio, video, text and images etc. The basic model of Steganography consists of three components [3] :
 The Carrier image: The carrier image is also called the cover object that will carry the message that is to be hidden.
 The Message: A message can be anything like data, file or image etc.
 The Key: A key is used to decode/decipher/discover the hidden message.
Basic Model of Steganography Fig. 1 .
The encryption and decryption processes for hiding an image in steganography can be defined in a flow chart [3] as below: www.ijacsa.thesai.org 
1) Types of Steganography
The various types of steganography include [17] :
a) Image Steganography
The image steganography is the process in which we hide the data within an image so that there will not be any perceivable change in the original image. The conventional image steganography algorithm is LSB embedding algorithm.
b) Audio Steganography
The method of hiding secret information in an audio is known as audio steganography. There are various methods for hiding secret data in an audio such as LSB, Phase Coding etc. [17] .
c) Video Steganography
The method of hiding secret information in a video is known as video steganography. Video consist of images as well as audio. Hence, both images and audio steganography can be used for video steganography [17] .
d) Text files Steganography
The method of hiding secret information in a text is known as text steganography. Text steganography requires less memory as it can only store text files. It provides quick communication or transfer of files from one computer to another. Text steganography is not commonly used as text files containing large amount of redundant data [17] .
2) Techniques of Steganography
Steganography techniques are as follows: a) Least Significant Bit (LSB) Least Significant bit is the most common technique used for hiding the secret information in any digital media like image, text or audio/video. LSB refers to replacement of last bit of an image with the bit of secret message [23] . One can use 8 bit or 24 bit image to hide data. 24 bit images are well suited for hiding large amount of data. Although LSB is simple and useful for the user but it can be detected by an attacker during transmission of data on the network. There are many versions of LSB like Edge-LSB, Random-LSB and Enhanced LSB etc. [23] .
b) Bitmap Steganography
There are two types of compressions: Lossy compression and Lossless Compression. In lossy compression, the data can be lost after applying compression while in lossless compression, the data can"t be lost. For compression of images, lossy compression is generally used wherein after the compression the image can be restored but its quality can be degraded [21] . Bitmap steganography is the simple and most common approach as only BMP files gives lossless compression. BMP images are created from pixels and all pixels are comprised of three basic components i.e. Red, Green and Blue and named as RGB. www.ijacsa.thesai.org bit is called the most significant bit (MSB) and the last bit is called the least significant bit (LSB).
Suppose that there are three adjacent pixels (9 bytes) with the RGB encoding: 10010101 00001101 11001001 10010110 00001111 11001011 10011111 00010000 11001011
The decimal number 300 can be converted into binary representation which is 100101100. This representation can be embedded into the least significant bits of the image. LSB can be represented as (where bits in different color have been changed) 10010101 00001100 11001000 10010111 00001110 11001011 10011111 00010000 11001010
Here the number 300 was embedded into the grid, only the 5 bits are needed to be changed according to the embedded message. On an average, only half of the bits in an image would be modified to hide a secret message using the maximum cover size [32] .
B. Cryptography
Cryptography is the art of achieving security by encoding messages to make them non-readable [34] . Cryptography is an art of transmitting the data safely over the Internet by applying some cryptographic algorithms so that it will be difficult for an attacker to attack or steal some confidential or private information.
Two basic terms used in cryptography are encryption and decryption; encryption is the process of converting plain text into cipher text and decryption is the reverse process of encryption [34] . Plain text is the text having the actual message or data which is not encrypted and cipher text is the text after encryption of message or data which is ready to be shared [34] . A key is needed for both encryption and decryption of the message. In [2] , basic cryptographic concepts and techniques are defined. The paper also describes various methods to hide the secret or confidential message in an original file so that it is unintelligible to an interceptor.
C. Steganography vs Cryptography
In [3] , Dr. R. Sridevi, Vijaya Lakshmi Paruchuri, K. S Sadasiva Rao introduced the concept of embedding the secret message into an image using LSB technique and then applied AES algorithm to provide better security.
The paper [4] proposes a reverse procedure described in paper [3] by using an alteration component method.
In [5] user enters username, password and a key. A key is taken from automatic key generator device which generates a unique key after some specific time. After this the secret message and key is encrypted and encrypted message is embedded into cover image and stego image is produced.
In paper [6] the secret message is first compressed then the message is hashed and encrypted using encryption key. This method results in robust model and achieves two important principles of security i.e. privacy and authenticity.
In [7] , various technologies used in image steganography are proposed. This paper presents a review used for hiding a secret message or image in spatial and transform domain. This paper also proposed techniques for detecting the secret message or image i.e. steganalysis. The paper at [8] introduced a method where secret message is first compressed using wavelet transform technique and then embeds into cover image using LSB where the bits of secret message is inserted into image by using random number generator.
In [9] , A. Joseph Raphael introduces basic terminologies of cryptography and steganography and ensures that the combination of both gives multiple layers of security and will achieve requirements like capacity, security and robustness. The paper at [10] introduced a method based on image ranking. Firstly, secret data is encrypted using RSA encryption algorithm and then users selects any image suited for hiding particular data. This will make difficult for attacker to succeed an attack. Finally, a stego image has been produced but this paper lacks in integrity and this application cannot hide large data.
In [11] , authors give brief review of above techniques used for ensuring security. It is proved in this paper that using these techniques, data can be made more secure and robust.
The authors in paper [12] introduced the method for embedding the secret image into cover image using LSB technique and then encrypts using DES algorithm and used the key image.
In [13] , authors first embed the secret data within cover image using LSB technique and then apply DES encryption method for encrypting the data which provides better security.
In [14] , authors first encrypts the data with RC4 encryption algorithm and then embeds in BMP cover image using three different steganographic methods and then compares these three methods. This paper also results in achieving the requirements of security i.e. data confidentiality, data integrity and data authentication.
In [16] , authors proposed a new technique called metamorphic cryptography where secret image is encrypted and transformed into a cipher image using key and this cipher image is embedded into a cover image by converting it into an intermediate text and finally transformed once again into an image.
In the paper at [17] , authors define basic terminologies of steganography, steganography techniques, classifications and review of previous work done by researchers.
In the paper at [18] , authors define a method of hiding information on the billiboard. This method can be used for announcing a secret message in public place. User first enters the normal data then hides secret data into normal data and the encrypted data is displayed on the billiboard board. This encrypted data is saved for decrypting the secret data.
In paper [19] , user selects secret image in BMP format and encrypts using BLOWFISH cryptography Algorithm because BLOWFISH is faster, stronger and gives good performance when compared with DES, 3DES, AES, RC6, RC4. This encrypted image is embedded into video using LSB technique and forms stego video. This method provides confidentiality, authenticity, integrity and non-repudiation.
In [20] , authors used a different approach to hide an image i.e. Hide behind Corner (HBC) algorithm is used to place a key at the image corners. All the keys at the corners are encrypted by generating Pseudo Random Numbers. Then the hidden image is transmitted. The receiver should know all the keys that are used at the corners while encrypting the image. Reverse Data Hiding (RDH) is used to get the original image and the original image is produced when all the corners are unlocked with proper secret keys used for hiding the image.
In [21] , user enters username, password to login into the system. After successful login, user can embed secret message into an image using a key and produces stego image. Same key is used at receiver site for retrieving the hidden data. Here the secret message is transferred into text file first. Then the text file is compressed into zip file, the zip text file then is used for converting it into binary codes. Zipping the text file is more secured and is hard to detect.
In [22] , authors present a new technique for hiding information based on Huffman encoding. The gray level image of size m*n and p*q is taken as cover image and secret image respectively. The Huffman encoding is performed over secret image and each bit of Huffman code of secret image or a message is embedded into cover image by using LSB.
The paper at [23] is similar to paper at [10] where secret data is encrypted using RSA encryption algorithm and then user selects any image suited for hiding particular data and then this secret data is embedded into cover image using LSB. This will make difficult for an attacker to steal sensitive information. Finally, a stego image has been produced.
In [24] , paper presents a method for encrypting and decrypting a secret file which embeds into image file using random LSB insertion method in which bits of secret message are spread into image bits randomly. These random numbers are generated by using a key.
In [25] , the secret message or data can be hidden in any image, audio or video which provides more security. The secret data is first encrypted using AES algorithm and key is hashed using SHA-1 to prevent from attacks then user can hide the cipher data in image, audio or video using LSB technique. The receiver should provide the same key that is hashed for encryption.
The paper [26] is similar to paper [19] but the only difference is that here user selects plain text and encrypts using BLOWFISH Algorithm. This encrypted text is embedded into image using LSB technique and forms stego image. Reverse procedure is done for decrypting the secret image.
In [27] , the method is similar to that in the paper [6] ; the only difference is the compressed message is not hashed. This novel approach requires less memory space, fast transmission rate, better security and no distortion in quality of image.
In the paper at [28] , authors proposed two methods to ensure high security. First method includes the combination of (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 5, No. 7, 2014 153 | P a g e www.ijacsa.thesai.org both steganography technique and cryptography technique and second method only includes steganography approach.
IV. THE PROPOSED ALGORITHM
Based on the findings in the existing papers studied, a new algorithm is being proposed that can ensure all of the security principles i.e. robustness, confidentiality, authentication, integrity and non-repudiation and that would also satisfy the requirements of steganography i.e. capacity, undetectability and robustness [18] . The algorithm which will be implemented in a proposed system at a later stage of this research work consists of four layers. Each layer is used to achieve one security principle like layer 1 implements authorization, layer 2 implements authentication, integrity and non-repudiation, layer 3 implements confidentiality and partial security, layer 4 implements robustness and the remaining part of security. Each layer defined is unperceivable for an attacker. The flow chart below describes various steps involved in the algorithm: 
V. COMPARATIVE ANALYSIS
A comparative analysis is made to compare the effectiveness of the proposed method with respect to other available methods. The comparative analysis has been performed on the basis of the requirements of security i.e. confidentiality, robustness and authentication etc. From this analysis, it has been identified that all the papers discussed in literature review lack in some aspect or the other as far as the implementation of the principles of security is concerned.
The effectiveness of the proposed method can be estimated by computing some valuable statistical operations. In this paper, a very comprehensive review of the conventional approaches and techniques used in the security of transmitted data over the data networks has been given. The survey has been carried out related to both steganography and cryptography that ensures security but lacks in some way or the other as far as their individual capabilities related to coverage of all the security principles are concerned. So, in order to overcome the lack of coverage of all the principles of security in those algorithms, a new algorithm has been proposed that would satisfy all the principles of security and also satisfy the requirements of steganography.
The proposed algorithm can be implemented in a security system as a future research work that would probably excel in comparison to the existing algorithms. The system would be tested on the basis of various test cases and the results would be compared with those of existing algorithms.
